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THIS SESSION

• Who Am I?

• Basics of Blockchain

• Opportunities & Risks for Banks 
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MICHAEL HILES

• Founder/CEO of 10XTS

• GP in Cincinnati Crypto Fund & Tax Smart 
Crypto Fund

• Information Governance, Risk & Compliance 
Architect

• Decades of work in compliance and 
government workflow automation

• Smithsonian Laureate Award for 1st to connect 
a judicial management system to the WWW

• Deployed the 1st biometric device on a judge’s 
bench to e-sign official records into public 
record
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• Governance, Risk & Compliance for 
Digital Assets & Markets

• XDEX, GRC oracle layer

• Tokenization of real-world assets

• Decentralizing programmable securities 
management & clearing

• Embedded compliance
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COMMERCIUM BANK

• Incubated the team and launched Commercium 
Bank

• State chartered bank in Wyoming under new 
Special Purpose Depository Institution (SPDI) 
regulations

• Non-lending charter to provide fee-based services

• Provide cash accounts, escrow, custody and 
clearing of digital assets & tokenized securities in 
capital markets

• Custodied digital assets are off balance sheet

• Provide Banking-as-a-Service to other Community 
Banks & Credit Unions
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BASICS OF BLOCKCHAIN
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TRUST THROUGH INTERMEDIARIES & HIDING INFORMATION

• We entrust intermediary 3rd parties with our data and trust them to HIDE it 
properly, keep it safe from hackers.

• What happens when they fail? Equifax? Anthem? Target?  

• Transactions can be modified and reversed, by somebody for any reason.
• It is relatively easy to rewrite information

• We expect the 3rd party to protect our interest.
• What happens if it conflicts with theirs?
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BLOCKCHAIN: TRUST THROUGH TECHNOLOGY AUTOMATION

• Cryptographic technology to automate & 
democratize trust

• Distributed Ledger (“WRITE-ONCE” database) 
copied across the internet, nobody “owns” it

• Stores Transactions (From => To, How Much) that 
are “chained” to each other using cryptographic 
links called “hashes” 

• Chaining ensures that nobody can modify ledger’s 
“history”

• Adding transactions comes at a “cost” (requires 
computing power) 

• “Miners” or data block producers hold an 
identical copy of the blockchain and maintain it 
by adding transactions (and are paid if they 
succeed)
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BLOCKCHAIN AS A SYSTEM OF TRUTH

• Reduces the cost to coordinate transactional information and data 
through automation between organizations

• Value of a coordination system > cost to coordinate

• Value of information shared > cost to share that information

• RESULT: We are likely to see the effective tokenization (and by 
extension, the introduction of markets) of almost everything
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BITCOIN

• Satoshi Nakamoto released in 
2008

• Open-source network launched 
in 2009
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TRADFI ACCOUNT MODEL VS. TOKEN MODEL

• Replacing account-based 
information exchanged 
between intermediaries with 
direct, peer-to-peer 
transactions
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COMPONENTS OF A BLOCKCHAIN

Cryptography Computer

Network

Consensus

Mechanism

Validity Rules

Wallets TokensKeys

Ledger

Smart Contracts
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OPPORTUNITIES & RISKS FOR 
BANKS
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CURRENT ISSUES

• Regulators struggling to establish supervisory authority

• Blockchain tokens don’t fit into existing legal frameworks

• No common taxonomy exists for common definitions and rules

• No way to consistently evaluate legal, tax, and risk
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TOKEN TAXONOMY ACT

• May of 2018 met with Congressman 
Warren Davidson

• Held the Davidson, Soto, Emmer 
Roundtable in September 2018

• Davidson introduced Token 
Taxonomy Act
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GOAL: CREATE A MODEL-DRIVEN APPROACH TO RISK 
TAXONOMY

• Provide functional classification leading to three different 
Blockchain Crypto Property (BCP) Classes

• Introduce three BCP Development Stages

• Provide a risk assessment model for BCP, resulting in BCP 
Risk Categories
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RELEVANT DATA

The BCP classification and risk assessment is based on an analysis of the underlying protocol, market-

related data and token functionality.
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RISK ASSESSMENT
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FUNCTIONAL BCP CLASSIFICATION OVERVIEW
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REGULATORY IMPLICATIONS – PRIMARY MARKET
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REGULATORY IMPLICATIONS – SECONDARY MARKET
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STABLECOINS
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STABLECOIN PSEUDONYMITY AS ELECTRONIC CASH
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TWO-TIERED DISTRIBUTION OF U.S. DIGITAL DOLLAR

Christopher Giancarlo

Former CFTC Chair
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CENTRAL BANK DIGITAL CURRENCIES (CBDCS)
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DECENTRALIZED FINANCE (DEFI)

• Finance that does not rely on central financial intermediaries to offer 
traditional financial instruments:

• Lend or borrow funds from others

• Speculate on price movements on a range of assets using derivatives

• Trade cryptocurrencies

• Insure against risks

• Earn interest in savings-like accounts

• Controversial due to licensing & KYC/AML verification

• Extremely high yields
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ASSET TOKENIZATION

• Digital securities are digitized investment contracts that provide investors with 
a contractual claim on an underlying asset.

• Digital Securities are NOT cryptocurrencies

• Digital Securities are regulated by governing bodies and must be issued and 
traded on licensed platforms

• Digital Securities are able to embed smart features into their programming 
contracts, such as receiving voting rights and dividends
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INEFFICIENT INFORMATION AND PROCESSES CREATES A 
MASSIVE DRAIN ON GLOBAL CAPITAL MARKETS EFFICIENCY

In 2017, OECD reported that regulatory 

divergence alone costs capital markets $780 

billion annually in reconciliation of assets 

and transactions between global 

jurisdictions.

This hurts capital efficiency, flow, and 

returns on investment across all global 

financial markets and asset classes.
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BLOCKCHAIN-POWERED CAPITAL MARKETS ARE ALREADY A 
REALITY

Traditional institutions are scrambling to 

implement the technology-based efficiencies 

that power fintech challengers.

Blockchain token-based, regulatory-

compliant, programmable digital securities 

are already here with licensed intermediaries 

in every category of market infrastructure. 

Technology-native institutions are rapidly 

building new market infrastructures. Crypto-

friendly traditional market players are also 

showing signs of paving the way for 

mainstream adoption.

Wyoming Special Purpose Depository (SPDI) Banks

Chartered Banks

Broker Dealers

Transfer Agents

Fiduciary Trust Companies

ATS / Trading Venues
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PROGRAMMABLE DIGITAL SECURITIES TOKENS ARE SEEING 
EXPLOSIVE GROWTH

2020 Digital Securities Token Market 

Summary
2020 Opening Market Cap $59,339,362

2020 Closing Market Cap $366,100,103

2020 Cap Change +516.96%

2020 Total Trading Volume $69,660,511

2020 Volume Change +1,105.23%

2020 tZero Return ($TZPROP) +205.26%

2020 Overstock Return ($OSTKO) +195.00%

2020 Tokenized Real Estate Securities 

Market Cap
$27m

The early issuers in the space were 

experimental projects based on the 

growing adoption of blockchain 

technology itself.

By 2020 there was still a market cap of 

less than $60 million USD total in the 

market.

By the end of 2020, that grew to $366 

million USD.

2021 saw that number swell to over $1 

billion with multiple billions presently 

under development.
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TOKENIZATION SERVICE PROVIDERS ARE HELPING ISSUERS CREATE 
AND LIST PUBLIC CHAIN-BASED TOKENIZED SECURITIES
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TODAY OVER $1 BILLION IN SECONDARY MARKET CAP IS 
TRADING ON REGISTERED EXCHANGES
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THE VOLUME OF TOKENIZED ASSETS IS PROJECTED TO REACH 
$15 TRILLION BY 2025
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HOW BIG CAN IT EVENTUALLY GET? $866.9 TRILLION

The World Economic Forum estimates the size of 

the global market for digital asset disruption to 

eventually be $866.9 trillion USD.

▪ Equity markets: $95 trillion

▪ Debt markets: $106 trillion

▪ Securitized products: $10 trillion

▪ Derivatives: $560 trillion

▪ Securities financing: repurchase agreements 

$4 trillion securities lending $2.9 trillion

▪ Asset management/fund administration: $89 

trillion

http://www3.weforum.org/docs/WEF_Digital_As

sets_Distributed_Ledger_Technology_2021.pdf

http://www3.weforum.org/docs/WEF_Digital_Assets_Distributed_Ledger_Technology_2021.pdf
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XDEX, THE EXTENDED INDEX

For capital market securities offering issuers, investors, 

broker dealers, exchanges and alternative trading 

systems, custodians, banks, and regulators who need 

common information to process regulatory-compliant 

digital token-based securities transactions, XDEX 

provides an immutable information layer to connect with 

disconnected, siloed enterprise line of business 

information systems.

Unlike other solutions that simply create smart contracts 

and tokens on a blockchain, XDEX adds the essential 

business information translation layer as an “oracle” to 

smart contracts and tokens to embed compliance at the 

core.
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HOW DOES XDEX WORK?

E-SIGNATURES

IDENTITYMARKET DATA

PAYMENTSCOMPLIANCE

ASSETS

EXTERNAL 

DATA

CONTRACTSGOVERNANCE

DOCUMENTS WORKFLOWS

Business metadata and governance is captured and stored in a single source of truth repository and 

then hashed as cryptographic information within XDEX.

The body of metadata is indexed and categorized as a standard, taxonomy-based system that can 

be further exposed to public blockchains via an API to be consumed by smart contracts on the 

chain.

Authorized smart contracts and tokens on public chains can send and retrieve data to and from XDEX through authorized API calls as 

an oracle system as they move throughout the global, decentralized market ecosystem.

BROKERS

& EXCHANGES

BANKS &

CUSTODIANS

ISSUERS

& INVESTORS

REGULATORSLEGAL &

JUDICIARY

TRANSFER &

CLEARING

Smart contracts and tokens can be generated on any common public chain network ecosystem for 

use across the global capital market infrastructure.

All parties related to any market activity may utilize the smart contract or token within their 

own business process while ensuring business documents, metadata, workflows, and 

governance remain consistent and intact across post trade market settlement across any 

jurisdiction.

XDEX is a Web3 information governance, risk, and compliance oracle solution that provides API-based access

to real-world business information across a distributed network.
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TOKENIZING ASSETS FOR SECURITIES OFFERING ISSUERS

Structure

•Information 
Governance

•GRC Policy

•Offering

Build

•Records Repository

•Portal

•Workflow 
Automation

Connect

•Smart Contract

•Exchanges

•Custodian

•3rd Party Portals

•KYC/AML

Issue

•Investor Wallets

•Token Issuance

•Transfer 
Agent/Custody

•Exchange/ATS 
Listing

Trade

•Post-trade 
Settlement

•Data Aggregation

Manage

•Reporting

•Distributions

•Legal/Compliance

Dispose

•Records Retention

•Disassociate 
Metadata

•Burn Tokens
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SECURITIES ISSUERS CAN AUTOMATE THEIR TOKENIZED 
OFFERING AND SUBSCRIPTION PROCESS

XDEX helps issuers automate their 

offering process by providing a 

seamless investor experience for 

subscription, KYC/AML, accredited 

status verification, and payments.

The investor data and documents are 

ingested into XDEX to then provide 

downstream integration into broker 

dealer networks and trading exchanges.
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OWN AND CONTROL DATA WITH XDEX CLOUD SAAS PORTAL

▪ Records Management System – Hashing of 

documents, metadata, workflows, and logging

▪ Information Governance – Role-based permissions 

and granular action event logging for 

comprehensive auditing

▪ Issue Digital Securities Tokens – Digitized assets 

on a decentralized data ledger.

▪ Digitized Asset Metadata – Connect to XDEX 

Entity, Asset& Transaction

▪ OCR (Optical Character Recognition) –

Automatically scans and converts documents into 

ASCII text, which is further hashed and encrypted

Users can access XDEX records and data through the cloud-based SaaS portal that can be branded as a white label solution 

for offering sponsors. 
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SECONDARY MARKET INTEGRATION

▪ Asset Portfolio – Show account-based asset portfolio holdings.

▪ Issue Digital Securities Tokens – Digitized assets on a decentralized data 

ledger.

▪ Digitized Asset Metadata – Connect to XDEX Entity, Asset & Transaction

▪ Secondary Market Trade Settlement – System of record for all secondary 

market transactions & trades on exchanges (manual or integrated).

▪ External Trading Platform / Exchange Integration – Connect to other 

trading platforms to force tracking of asset

▪ Market & Asset Analytics – Capture entire data set for deep analysis, ML, AI.

▪ Trade Chart Visualization – Present market data with traditional chart 

models and popular indicators.

▪ Aggregated price settlement feeds – connect price feeds from multiple 

trading platforms, ATS, exchanges, broker dealer networks.

▪ Fully-functioning Decentralized Order Book – matching orders as a 

decentralized network for regulatory-compliant exchanges, ATSs, private 

capital markets.

XDEX can connect to secondary markets to provide issuers with trade data about their listed security actively trading in 

multiple liquidity pools for real-time price discovery.
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HEAVY COMPLIANCE COSTS DISPROPORTIONATELY HURTS 
SMALLER FINANCIAL INSTITUTIONS

2.9%

8.7%

SOURCE: Gartner & St. Louis Federal Reserve Bank

In a 2018 study released by Gartner, by 

2030, 80% of traditional financial 

services firms will fold, become 

commoditized, or exist but will not 

compete effectively in the market.

Banks with under $100M in assets 

reported that total compliance costs 

represented an average of 8.7% of their 

non-interest expense.

Meanwhile, banks with $1-10 billion in 

assets reported compliance costs 

represented an average of 2.9% of their 

non-interest expense.
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POWERING EMBEDDED COMPLIANCE AND GLOBAL SUPERVISION 
MONITORING
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WHAT ARE THE BENEFITS?

Investor

Experience

Product & 
Service 

Innovation

Distribution / 
Marketing & 

Sales

Digital 
Securities  
Fulfillment

Risk 
Optimization

Enhanced 
Corporate 

Governance Decision-
making based 
on advanced 

data and 
analytics

Connectivity 
with 

customers, 
colleagues, 

and partners

Innovation of 
products, 

business and 
operating 
models

Automation of 
manual 
activity, 
replacing 
labor with 
technology

▪ Confidential – Sensitive, contractual information is only ever shared with 

parties entitled to see it. Parties can be assured that they are notified of all 

events affecting them.

▪ Auditable – Institutions and their regulators can comply with reporting and 

compliance requirements in real-time, rather than days or weeks after 

transactions are completed.

▪ Programmable / Extensible – XDEX serves as a common foundation which 

can be extended with additional functionality, entirely new product lines or 

even to power other markets.

▪ Zero Reconciliation – Continuous and distributed data integrity removes the 

need and cost of reconciling between multiple parties automatically and in 

real-time.

▪ Common Workflows – Market rules and common business workflows can 

be captured and independently verified by every party involved in an 

agreement to ensure systems are never out of sync.

▪ Lower Costs – Reduce administrative costs for audits, filings, and 

transactions. In the event of litigation, can radically reduce pre-trial 

eDiscovery and records hold costs.

▪ Automated Regulatory Compliance — Reduce reconciliation costs, provide 

transparency and automated regulatory compliance, create a full window into 

all market data and transactions.



© 10XTS, Inc. Confidential & Proprietary

Q&A

michael@10xts.com

@michaelhiles

mailto:michael@10xts.com

