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Presented by: Dan Hadaway, CRISC CISA CISM
founder 
infotex

infotex

Initial Questions

Raise your hand if you have a policy 
addressing the insider threat?
How many of you have an insider risk 

team or a committee dedicated to insider 
risk?
How many of you have conducted an 

insider threat risk assessment?

infotex

And two more questions . . . 

How many of you know me?
How many of you have seen me speak?
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Cybersecurity
Superheroes!
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Pirate Take
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Pirate Take
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A question of viewpoints . . . 

How many of us think about user 
mistakes or policy enforcement issues 
when we hear “insider threat?”
How many of us believe that the 

malicious insider threat is real?

In your bank? 
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Insider Threats

Lack of Awareness
Policy Enforcement

Malicious

Hacker Guy
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But to the first two . . . 

85% of breaches include a human element; usually social 
engineering.  (Verizon Data Breach Report 2021)

There are far more breaches in the first two categories 
than the third.
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First Bank of Nowhere
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Types of Malicious Insider Threats

Workplace Violence
Fraud
Cybersecurity

13

14

15



11/11/2021

6

infotex

What is in common?

There are always signs.
“We should have realized something 

was wrong when . . .”
These signs are almost always 

discoverable in the network traffic.

Which is weird, because “it will 
never happen here” is also a 
commonality.
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The FFIEC

Refers to “insider threats” as 
“Rogue Employees”

I like this paradigm, cause it 
implies that an employee can “go 
rogue.”
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What makes them “go rogue”

Trouble at home

Financial hardship

Financial gain 
(succumb to temptation)

“Just Snap” (disgruntled)

Professional financial gain 
(planned theft)

Likelihood

Impact

Risk
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What can they do?

Cause a Denial of Service

Affect Data Integrity

Commit Fraud 

Steal Data

Extort the Bank

Likelihood

Impact

Risk
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What the FFIEC says they can do . . . 
Alteration of data.
Deletion of production and backup data.
Misdirected data.
Disruption of systems.
Destruction of systems.
Misuse of systems for personal gain or to damage the institution.
Appropriation of strategic or customer data for espionage or fraud 

schemes.
 Extortion
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Meanwhile, the government . . . 

In 2019, the FBI highlighted the insider threat as one of 
the leading new risks for 2020.
OCC and FDIC both described “malicious insider threat” 

as one of the substantial new risks for 2020.
The Cybersecurity Infrastructure and Security Agency

published its risk assessment in 2021.

19

20

21



11/11/2021

8

infotex

And, of course, the risk

Even if the 
likelihood is low, for 
a person WE hired 
to HURT our 
customers . . . . 
Black Swan Impact.
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A few more questions

How many have formally discussed the insider threat in 
the year?
How many have informally discussed the malicious insider 

threat with somebody in your bank in the last year?  
6 months?  
Last Week?
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Bank Insiders - The Scourge of The Seven Seas
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Obstacles

Awareness
Legal Risk
Operational Risk
No Correlation of Physical 

Suspicions to Network 
Monitoring (Integration)
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Awareness “Dampeners”

Awkwardness
You-get-what-you-expect Risk
The Panopticon Effect?

Trust as a control

infotex
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Legal Risk

Accusation Risk
Employment at Will versus Fired for Stealing.
Risk of others knowing why somebody was fired.
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Operational Risk

Morale of team knowing a coworker was/is suspected.
Morale of person under suspicion
Morale of exonerated person.

YOU-GET-WHAT-YOU-EXPECT-RISK We often prove 
somebody did 
nothing wrong.
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Is there a correlation?

Suspicious 
Fraud 
Activity

Network
Activity
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More Questions to Ask

Is there a risk profile on each employee?
Are you tracking employees by missed social engineering tests?
Is likelihood of malicious activity a part of that assessment?

Do you monitor existing employees by risk profile?
Do your policies adequately secure your right to monitor 

network traffic, event logs, employee activities?
Do you have the ability to “put a watch” on specific employees?
Does doing this create legal risk?

infotex

Potential 
Frameworks
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The FFIEC Control Suggestions

Principle of least privilege
Align job descriptions to access.
Define user profiles.
Ongoing access reviews / independent activity monitoring
Timely notification of job changes, including terminations.
Distribution of system administrator activities 
Cross-training

siem.infotex.com

Takeaways and Boilerplates

FFIEC Guidance Summary:  The Insider Threat

infotex
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Important to Keep In Mind

CISA guidance is “industry agnostic”
Guidance is often meant to scale up to very large 

organizations.
Though they are providing a separate question set for 

businesses under a million in revenues.
Banking regulation is starting to point to CISA and NIST
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What’s in it

Program Management Goals (and questions)
Personnel and Training Goals (and questions)
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Program Management Goals

1. An insider risk policy exists.
2. There is detect, identify, assess, and manage capability 

for insider incidents
3. Communication about insider risk events happens
4. Insider risk is integrated with the enterprise risk program 

(ERP) and/or security risk management program.
5. Mission-critical assets are known.
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Personnel and Training Goals
1. Organization-wide Participation
2. Multi-disciplinary Insider Risk Team
3. Insider Risk Team is Trained on Insider Risk
4. New Employees are made aware of the Insider Risk program 

as part of initial training.
5. Insider Risk Training is provided for all organization 

personnel
6. Role-based training provided to Insider Risk Team
7. Managers and supervisors receive training.

siem.infotex.com

Takeaways and Boilerplates

CISA Insider Threat Assessment
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Existing Controls

Policies and Procedures

Respond

Monitor

Measure
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For Example: Policies

Acceptable Use Policy
Unique Accounts
Prohibited Activities
Right to monitor activity on the network

Hiring and Termination Procedures
User Monitoring Policies
Incident Response Plan
Decision and Calling Trees
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For Example: Policies

Acceptable Use Policy
Unique Accounts
Prohibited Activities
Right to monitor activity on the network

Hiring and Termination Procedures
How robust are your background checks, really?
How quick can you CONFIRM a termination is off all assets, really?

User Monitoring Policies
Incident Response Plan
Decision and Calling Trees

infotex
50

FFIEC AIO Booklet (2021)
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Existing Controls

Policies and Procedures
Network Security

Respond

Monitor

Measure
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Network Security Controls (insider)

Password Policies
Privileged Account Management
Endpoint Security
Data Loss Prevention
Email Filtering and Monitoring

Network Monitoring
Monitoring of specific assets or users
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More Questions

How many of you have a SIEM or a SIM at your bank?
How many of you simply don’t know?

How many know what a SIEM does?

infotex

High Level

A Security Information and Event Management System:
Is a network monitoring tool used by most banks.
 Hard to be at baseline on the Cybersecurity Assessment Tool without it.

Watches (and correlates) network traffic and event logs
 Knock on the door, look out the window

A SIEM is usually staffed by:
A Security Operations Center separate from the network
An MSSP or “Managed SOC”
24x7x365
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SIEM

Applications:  
IPS/IDS Alerts, Anti‐malware, 
Endpoint Security, MDM, 
Exchange Server, etc.

Technical Reports 
(report scraping)

Non‐technical Reports
(manual input, taxii feeds, 
etc.)

infotex

Three Teams Working As a Team

infotex

Existing Controls

Policies and Procedures
Network Security
HR Controls

Respond

Monitor

Measure
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HR Controls

Termination Procedures 
Fraud Monitoring
Segregation of Duties
Vacation Policy

infotex

At a minimum

Work on those 
termination 
procedures!!
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New Control: Integration?
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Integration

Technology Risk Management with 
Enterprise Risk Management
Insider Threat with Enterprise Risk 

Management (CISA)
Fraud monitoring with Network 

Monitoring
Physical Surveillance with Logical 

Surveillance

infotex

What a SIEM sees . . . 

Legitimate Activity
Illegitimate Activity
Legitimate Illegitimate Activity

Illegitimate 
Activity

Legitimate 
User

Legitimate
Illegitimate
Activity
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How to add MIT to visibility

Add your Fraud Team or person to your Incident 
Response Team.
Be sure the Fraud Team or person is on the calling tree / 

daily report distribution for appropriate purposes.
Train your Fraud Team on the capabilities of your SIEM
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How to add MIT to visibility

Establish a secure line of communicate between your 
fraud person and the M-SOC or SOC.
To mitigate legal risk, this cannot be visible to the IT Team
 They have to be listed in the contacts database, and create a pass 

phrase (or opt for the call-back)
 Requires a phone call to NOC Line
 Requires the recipient of the PAW to receive the PAW Reports via 

secure messaging.
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Other New Controls
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At a minimum

Teach your incident 
response team to 
escalate 
heightened threat 
scenarios to your 
SOC or MSSP.
They will add it to

their “threat
hunting” activities.
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Apply New Controls (?)

Inform M-SOC during terminations, mergers, etc.
Endpoint Monitoring (detective)
“Put a Watch” (PAW) services from MSSP or SOC 

(detective)
Endpoint Security (preventive)
Data Loss Prevention (preventive)

Beef up Termination Procedures (work with your M-SOC)

infotex

Awareness? Add it to your Threat Analysis
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Best Awareness Exercise?
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CISA Insider Threat Assessment
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Free Giveaways

Policy Excerpts
Guidance summary
Example Insider Threat 

Tabletop Test Scenario
Includes comprehension 

exercises
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my.infotex.com/insider
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FOCUS JOE, 
STAY FOCUSED!!
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Mitigation in 5 Steps

1. Security Culture – talk to your board about the threat.
2. Beef up Background Check and Termination Procedures.
3. Put physical and/or fraud on the incident response team.
 Develop a private channel for Fraud Monitoring

4. Learn how your SIEM looks for insider threats.
 Escalate to your SOC or MSSP when conditions warrant
 Termination Procedures

5. Tabletop Test the Insider Breach.
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More Information

Article with Reports and Studies:
https://my.infotex.com/insider-threats/

The seven-step process:
https://my.infotex.com/seven-insider-threats/
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Thank you!
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Thank you!
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